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/usr/bin/whoami
Red team / Offensive Security Engineer @ Google
Founder / Offsec Researcher @ Low Orbit Security
Enjoys:

Linux, Cloud, Kubernetes (obviously), research,
breaking things

Find me:
GrahamHelton.com/blog
LowOrbitSecurity.com/radar
GrahamHelton.com/links



Kubernetes is notoriously complex. This leads
to it being an unapproachable technology for
many offensive security researchers...

Kubernetes and it's ecosystem is in a similar
state to Active Directory 10 years ago. There
is huge opportunity in offensive security
research of this new ecosystem.

Hypothesis

https://landscape.cncf.io/
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speedrun Any% Glitchless 



VMs -> Containers
Old: VMs
New: Containers

Note: A container is NOT just a small VM

Virtual Machines Containers
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Pros

Containers Enable:
Microservice
Architectures
Microservice: A software development pattern
that breaks large (monolithic) applications
into smaller, independent services. 

Scaling
Easier Updates
Decreased Dependency Hell

Complexity
Complexity
Complexity
Complexity
Complexity
Complexity
Complexity
Complexity
Complexity
C l it

Cons



Low Orbit Security

Orchestrate the containers hosting
microservices

Kubernetes

Automatically scale resources based on demand.
Did you go viral on social media?

Your front end is about to get hammered,
Kubernetes will deploy more containers with
the front end service

Did a pod crash because someone has been
fuzzing it? Automatically restart it.

Scale Maintain



An Attacker’s Guide
to the Components of

Kubernetes
Infrastructure



The ❤️ of the cluster
Nodes are the compute resource for Pods
Container breakout lands an attacker on a node.

Typically leads to full cluster compromise 
Web Server

Security
Monitoring

pod-srv-3
Kubelet

Web Server

Security
Monitoring

pod-srv-1

Web Server

Security
Monitoring

pod-srv-2

Node-1: Ubuntu 24.04

Kubelet

API-Server

pod-srv-1

ETCD

pod-srv-2

Scheduler

pod-srv-3

ctlnode-1 Ubuntu 24.04
Nodes: Worker & Control

The 🧠 of a cluster
API Server: Brokers communication you and the cluster.

The front door. Try a window.
ETCD: Stores the state of the cluster. 

Control ETCD, Control the cluster

Worker Nodes

Control Nodes

https://emojipedia.org/red-heart
https://emojipedia.org/brain


Web Server

Security
Monitoring

pod-srv-3
Kubelet

Web Server

Security
Monitoring

pod-srv-1

Web Server

Security
Monitoring

pod-srv-2

Node-1: Ubuntu 24.04

Pods
A logical container for your containers
Pods can contain 1 or more container
Pods run on nodes
Treat as ephemeral
Smallest “unit” of Kubernetes

This is your “landing zone” for RCE
It’s pods all the way down...

This has logging implications...



Pods
Walking through a pod manifest
This is stripped down

In production, you won’t see very
many Pod manifests

ReplicaSets
Deployments



Pods
Walking through a pod manifest
This is stripped down

In production, you won’t see very
many Pod manifests

ReplicaSets
Deployments



kubectl

kubectl VERB RESOURCE flags
kubectl [get|delete|create|describe...] [pod|secret|namespace...]
kubectl get pod -> list all the pods (in the default namespace)
kubectl get pod -n prod -> list all the pods in the prod namespace
kubectl get pod mypod -> get a single pod named mypod
kubectl delete pod mypod -> delete the pod "mypod"
kubectl describe pod mypod -> get verbose info of a pod (and logs)
kubectl get namespace -> list all namespaces
kubectl get ns -> list all namespaces

Interact with a cluster
Uses KubeConfig files for cluster access

Think of this file as an AWS access key and secret access key pair*



What does that workflow look like?



1.Engineer “writes” a manifest

Kubelet

Node-1: Ubuntu 24.04

Kubelet

API-Server

pod-srv-1

ETCD

pod-srv-2

Scheduler

pod-srv-3

ctlnode-1 Ubuntu 24.04

apiVersion: v1
kind: Pod
metadata:
  name: ai-hr-app
spec:
  containers:
  - name: AIHR
    image: aihr 

ai-hr-app.yaml



1.Engineer “writes” a manifest
2.> kubectl apply -f hr.yaml

Kubelet

Node-1: Ubuntu 24.04

Kubelet

API-Server

pod-srv-1

ETCD

pod-srv-2

Scheduler

pod-srv-3

ctlnode-1 Ubuntu 24.04

hr.yaml



1.Engineer “writes” a manifest
2.> kubectl apply -f hr.yaml
3.API call to API server

a.Authentication/authorization

Kubelet

Node-1: Ubuntu 24.04

Kubelet

API-Server

pod-srv-1

ETCD

pod-srv-2

Scheduler

pod-srv-3

ctlnode-1 Ubuntu 24.04

hr.yaml



1.Engineer “writes” a manifest
2.> kubectl apply -f hr.yaml
3.API call to API server

a.Authentication/authorization
4.etcd is updated with desired state

Kubelet

API-Server

pod-srv-1

ETCD

pod-srv-2

Scheduler

pod-srv-3

ctlnode-1 Ubuntu 24.04

Kubelet

Node-1: Ubuntu 24.04



Kubelet

API-Server

pod-srv-1

ETCD

pod-srv-2

Scheduler

pod-srv-3

ctlnode-1 Ubuntu 24.04
1.Engineer “writes” a manifest
2.> kubectl apply -f hr.yaml
3.API call to API server

a.Authentication/authorization
4.etcd is updated with desired state
5.Scheduler notices the change, tasks

the kubelet

Kubelet

Node-1: Ubuntu 24.04



Kubelet

API-Server

pod-srv-1

ETCD

pod-srv-2

Scheduler

pod-srv-3

ctlnode-1 Ubuntu 24.04
1.Engineer “writes” a manifest
2.> kubectl apply -f hr.yaml
3.API call to API server

a.Authentication/authorization
4.etcd is updated with desired state
5.Scheduler notices the change, tasks

the kubelet
6.Kubelet starts AI-HR-APP pod

Kubelet

Node-1: Ubuntu 24.04

AIHR

AI-HR-APP



You need something custom or airgapped
You know what you’re doing // GLHF
You have a dedicated platform/SRE/devops team
Security is your responsibility

Attackers rejoice

Maintain your workloads (Build Files,
container images, data, RBAC,
containers, pods, etc)

Rotate your cluster credentials

Enroll clusters in auto-upgrade or
upgrade clusters to supported versions

Monitor the cluster and applications
and respond to alerts and incidents

Provide Cloud Provider with
environmental details for
troubleshooting

Ensure Logging and Monitoring are
enabled on clusters

Situational Awareness:
Managed or unmanaged?

The best option for most deployments
Much of the control plane is managed by the cloud provider
Nodes are scaled automatically
What are you responsible for in a managed cluster?

Unmanaged

Managed

Generally...



pod-srv-1 pod-srv-2 pod-srv-3

sec-api-keysec-api-key

Namespaces
“Isolate” Kubernetes Resources
Many resources are “namespace scoped”
Mental model: “Subnetting” of Kubernetes Resources

Vanilla k8s: No network isolation for pods
IRL: Network policies

Examples:
Dev | Staging | Prod

Many resources are namespace scoped
What are you supposed to have access to?

Kubelet

Node-1: Ubuntu 24.04

PRODSTAGEDEV

sec-api-key



Recap
Basic enumeration
Install tools to scan the network

Masscan
dnscan ->  https://github.com/LowOrbitSecurity/dnscan 🍴
Or get... crafty :)

Solution
Network Policies
https://kubernetes.io/docs/concepts/services-networking/network-policies/

https://emojipedia.org/fork-and-knife


Kubernetes
Secrets
Pods running in clusters need to
access sensitive information. 

Hard-coding sensitive information
into applications is infeasible.
Secrets decouple sensitive material
from the application.

Don’t forget about config maps!

Base64 Encoded

July

Encryption? 

Base64 encoded
No encryption
Plaintext in pods

An afterthought
Possible but rarely
implemented
Find the decryption
key

Centralized Misunderstood

Stored in the
cluster?
Who should access
secrets?
//The files are
stored IN THE
COMPUTER

Outline a
secrets policy
Consider 3rd
party solutions
($$$)



Secrets
Object that stores ✨ sensitive data✨

Not encrypted (base64 encoded)
Decouples sensitive data from the
application
Namespace scoped*
Mounted into pod as Linux environment
variables, files, etc
Causes lots of arguments

apiVersion: v1

kind: Secret

metadata:

  name: my-secret

type: Opaque

data:

  username: Z3JhaGFtaGFja2VyCg==

  password: cGFzc3dvcmQ=

my-secret.yaml



Hot take (?): Kubernetes secrets objects are not a secure way of storing sensitive data
Better than nothing, but not great

They’re not well understood by users
They’re easy to commit to code repos
No one actually encrypts them 
There are numerous footguns

Make sure you’re not logging secrets to your SIEM

Secrets Continued



Made with Deciduous.app





Stealing Secrets
Post Exploitation (or lateral movement)
Definition of show not tell

All of a sudden everyone becomes very anxious
Look for creds, keys, etc
Secrets have many flaws 
etcd should be encrypted 

https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/
Keep encryption keys safe



RBAC
Role based access control
Explicitly define what IS
allowed. Deny all others.
Implement least privilege
RBAC can be assigned to
service accounts

kind: Role 
metadata:
  # The namespace your role is allowed access to.
  namespace: default
  # The name of the role
  name: pod-viewer
rules:
# Which API group can be accessed.
- apiGroups: [""] 
  # The resource able to be accessed with verbs 
  resources: ["pods"]
  # What the role is allowed to access
  verbs: ["get", "list"]

pod-viewer.yaml



RBAC
Viewing RBAC from inside a pod as an attacker
View service account token in pod at /var/run/
secrets/kubernetes.io/serviceaccount/token

> TOKEN=$(cat /var/run/secrets/kubernetes.io/
serviceaccount/token)  ; jq -R 'split(".") | .[1] |
@base64d | fromjson' <<< $TOKEN



RBAC
Check your permissions with

> kubectl auth can-i --list



RBAC
Querying the kube-apiserver for the
secrets using kubectl 

Requires kubectl/curl/etc
> kubectl get secrets
> kubectl get secrets -o yaml



Recap
Basic Linux enumeration

What tools do you have available to you?
Can you install tools?

Check your permissions with the API server
What does your service account token say?
Can you create resources?
Can you get/list resources?
Is that data sensitive?



Logging?
Easy to log, difficult to understand

Is a pod being created malicious?
Is a secret being accessed bad?
Will your SOC know?

Useless without context
But context is hard

Log at different levels:
Metadata
Request
RequestResponse
None

apiVersion: audit.k8s.io/v1
kind: Policy
rules:
  - level: Metadata
  verbs: ["create"] 
  resources:
  - group: ""
    resources: ["pods"] 
- level: None

my-policy.yaml









- Red Teams
(as long as they can install
their favorite tools)

I AM THE DANGER



Logging

Link: https://grahamhelton.com/blog



Inherently risky, probably dangerous, definitely sus 
Please read: https://github.com/BishopFox/badPods
What can you do if you create a pod?

Privileged == Dissolve (almost) all isolation between node/container  (except PID namespace)
HostPath == Mount the host filesystem into your pod (and add your SSH key)
HostNetwork == Sniff traffic from the node. Bypass network policies.
HostPID == See processes running on host (maybe bad). Or just kill things.
HostIPC == Maybe bad... check /dev/shm and /usr/bin/ipcs

Sus Pod Specs

Source: https://bishopfox.com/blog/kubernetes-pod-privilege-escalation
Source: https://github.com/BishopFox/badPods



Pod Misconfigurations Made with Deciduous.app



Most of this should be denied by admission
controllers
Basic enumeration
Check your permissions with the API server

Can you create resources?
Can you get/list resources?
Is that data even sensitive?

Are there any admission controllers?
Get crafty

TLDR



How can we
make it worse
show impact?



DaemonSets
Run a pod on every Node in the cluster

Typically for logging agents/security tools



DaemonSets
Run a pod on every Node in the cluster

Typically for logging agents/security tools
Whats a security tool?



DaemonSets From Hell
Run a pod on every Node in the cluster

Typically for logging agents/security tools
Whats a security tool?



DaemonSets From Hell
Run a pod on every Node in the cluster

Typically for logging agents/security tools
Whats a security tool?



Just a chill guy 
with a sliver server



Tools for your Toolkit



Extremely powerful tool for assessing a cluster
Bring your own expertise

Has many additional capabilities

Trivy



Trivy



Scan your cluster
Helpful for mapping to compliance
frameworks

NSA
MITRE

kubescape



Compiled Go
Dump objects from a namespace
Can easily restore them
https://github.com/msfidelis/kubedump

Kubedump

Well written bash script
Dump all objects in the cluster

Or just specific ones
https://github.com/WoozyMasta/kube-dump

kube-dump



Made by JayBeale from InGuardians
Swiss army knife of Kubernetes
pentesting
Does ALL the things
Play around with it, has a LOT of useful
features
Link: https://github.com/inguardians/
peirates

Peirates



Where do we go
from here?



Where do we
go from here?

The majority of companies are using or
evaluating Kubernetes. There needs to be
more offensive security professionals who
understand the Cloud Native landscape.
Kubernetes is the core of that landscape. 

Kubernetes is open source. Well funded
Advanced adversaries WILL understand it
better than most organizations running
Kubernetes. 

Bring the TTPs to light.

84%

84% of companies are
using or evaluating
Kubernetes

Low Orbit Security

40%

40% of companies site
security as a challenge 

26%

26% of companies site
lack of training as a
challenge

28%

Only 28% of companies
are using only a
managed cluster

Source: https://www.cncf.io/reports/cncf-annual-survey-2023/



Have a
question?

Twitter

Website

Email

LinkedIn

@grahamhelton3
@LowOrbitSec

GrahamHelton.com
LowOrbitSecurity.com

Blog@GrahamHelton.com
Graham@LowOrbitSecurity.com

Linkedin.com/in/grahamhelton
Linkedin.com/in/LowOrbitSecurity

Please feel free to reach out. I’m
always happy to talk about Kubernetes
and Offensive Security

Low Orbit Security



Thank You!

Website
LowOrbitSecurity.com

Low Orbit Security



Introducing
KubeSketch




















