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Why this talk?



Agenda
Act 1: Conceptual

Red Team Refresh

Cognitive Deskilling

Hallucinations

Non-Deterministic Systems

Cognitive Extensions vs Scaffolding

Prompts

Act 2: Practical

Feature Researcher → Quick sitrep Workflow

History Analysis → Targeting package Workflow

System enumeration → Lab Environment workflow

Unique software → Linux Persistence Workflow



Non-Agenda
Problem areas we won’t be discussing but are important:

Intellectual property issues
Economic Issues
Environmental issues
Model vulnerabilities
AI “red teaming” // which no one can define
Training data bias
Ethical considerations

These topics deserve their own dedicated discussions and are beyond the
scope of this talk.



Red Team
Refresh
“Red Team” means different things to
different people. 

For this presentation: Test
assumptions + target objectives

Focused on (ideally) 1 product/
implementation

Security Assessment

Identifying all the known unknowns.
ADCS, OWASP, Etc

Wide, not (always) deep.

Penetration Test

Test assumptions & target objectives
Unknown unknowns

Can $USER access $DATA?
Can $CONTROL be bypassed?

Red Team

// Note: each requires a slightly different skill set



Outsourcing
Thinking
The Extended Mind Theory argues that the
mind doesn’t exclusively reside in the
brain or human body, but extends into the
physical world.

Using tools extends your cognition to
those tools.

Structures and supports existing human
cognitive processes.
Generally doesn't fundamentally
change our understanding or capabilities

Cognitive Scaffolding

Augments human cognitive capacity by
either:

Making decisions on behalf of the
user
Scaling the user’s efforts

Cognitive Extensions

Extensions
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You identify an API endpoint you suspect is
vulnerable to SQL injection

How do you exploit it?

Consider The Following
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Is this Bad?
Maybe...



Cognitive
Deskilling
Cognitive deskilling is the loss of
abilities by offloading those activities
onto scaffolding or extensions. 

Leads to the loss of skills when the
scaffolding or extensions are not
available. // skill issue tbh

When favoring extensions over scaffolding.
Speed vs Understanding
Risk vs Reward

When does this happen

What is the risk tolerance for mistakes?
Is your goal to learn?
Who is executing code?

Considerations
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Remember our timeline?

Slower → Faster
Deskilling
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Slower → Faster
Deskilling

AI Problem Solving



VIBECODERS HAVE ENTERED THE CHAT



What about
Vibecoding
The ultimate cognitive extension. 

Proceed with caution, but experiment...

Can be great for quick mock ups or proof
of concepts.

Who is the audience?



What about
Vibe HACKING
Similar to vibecoding, vibe hacking is
fully embracing the vibes.

Maximum cognitive extensions.

It can be fun to mess with, but be
careful of this.



Dealing with
Non-Deterministic
Systems
A system is deterministic when given the
same input, the same output is produced.

A system is non-determinisitc when given
the same input, a different output is
produced.

How can we combine these?

Most tooling
IE: Hashes, semgrep

Deterministic

AI Systems
Parameter tuning can help with this

Temperature, pre-processing data, etc

Non-Deterministic
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How can we get the
best of both worlds?

// *And worst 

*



Agents &&
Workflows

Very powerful
Most error prone...
Error rates compound
exponentially in multi-step
workflows
Bounded contexts
Verifiable operations
Human decision points

Source: https://utkarshkanwat.com/writing/betting-against-agents

// I think this graph was vibecoded....



Feature Researcher
Problem: Encounter a technology you’ve never seen before
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Find → Terraform (very very PoC)
Problem: You’re on an assessment and want a lab to test an obscure
setup
Requirements: > find /
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Dealing with
Hallucinations
Models sometimes generate information
that is plausible, but factually
incorrect or entirely fabricated. Very
dangerous.

AI can be closer to scaffolding than
extensions if you know what the output
should be. 

Verify all output
AI output should be marked
Know the limitations of models
Understand what’s expected
Write better prompts
Informing actions, not taking actions

How to deal with hallucinations

Working with it

Build deterministic workflows
Bad: Extract the desired fields from
this massive json file.
Good: Given a sample of a JSON file,
write a JQ command to extract desired
fields



Writing 
Better Prompts
Prompting is an art not a science, but
it’s critically important.

Note: This does not make the content more
trustworthy!

Experiment with extremely detailed
prompts
Utilize non-deterministic tools
alongside your prompts
Keep a library of well-tested prompts
you find useful

Special software or just a git repo
Templatize using {{ JINJA }} syntax

Obsidian!
Pin your output to a documentation
framework

Prompt-fu



Structure I typically start with
Always use markdown
Pin to Diataxis documentation framework

{{ Persona }}

{{ Goal }}

{{ Task }}

{{ Output Format }}

Bash History Prompt
Prompt Framework

Source: https://diataxis.fr

Think: Cooking Class

Think: Nutritional LabelThink: On food and cooking

Think: Recipe



When you get a C2 callback, you want to build a
targeting package for the user/server that was

compromised sent to slack.

How can you build this?

Consider The Following





The only “AI” part!



Bad Prompt

Summarize this bash
history file and
create a markdown
document with the most
important information.



You are a senior incident responder
assisting an active incident
response situation

{{ Persona }}

{{ Goal }}

{{ Task }}

{{ Output Format }}

Bash History Prompt



Your goal: 

Summarize the activity into a quick
reference chart by enriching the provided
output with useful information to assist
in incident response activities

You must provide evidence for each claim
you make by tying it back to a line in
the provided file.

{{ Persona }}

{{ Goal }}

{{ Task }}

{{ Output Format }}

Bash History Prompt



Note the user's activities. What are they working on?
What systems are they accessing?

Note the infrastructure the user has access to

Note any hardcoded credentials in command parameters

Note potential credential storage locations or access
patterns such as .env files or credential stores

Note internal IP ranges and services accessed

Note important directory structures and file system
layout

Note running services and configuration locations

Note installed software, tech stacks, or git repos

{{ Persona }}

{{ Goal }}

{{ Task }}

{{ Output Format }}

Bash History Prompt



{{ Persona }}

{{ Goal }}

{{ Task }}

{{ Output Format }}

Bash History Prompt
1. Summary: Provide a brief and fact based overview of the user
based on their history file. Maximum 1 paragraph. 
2. Reference tables: For each area, Create a 2 sentence summary of
the information and produce a reference table

Output Format Instructions

The output should be aligned to the Diataxis reference
framework for documentation.
Present content users can consult while actively working
Never use superfluous language or emojis
Your audience is technical.
All output should be markdown.
Provide pure technical information for lookup and consultation
Be factual, precise, and structured, like a dictionary or map
Focus on information retrieval rather than teaching or
explaining
Comprehensive and accurate - include all relevant technical
details
Clear and concise - no unnecessary explanations or instructions





Note:



You want to establish persistence on a user’s Mac/
Linux environment, but common mechanisms are highly

scrutinized by the SOC.

How can you solve this? Why is this a problem?

Consider The Following



Source: github.com/Aegrah/PANIX

Why is this a problem?



Persistence
Factory
A couple options:

Use bash history file we already have
but change the prompt to list
technologies
Send back a list of files in $PATH
Send back a list of files in ~/.config
Send back ps aux

Craft a prompt that skims through the
docs
Look for capabilities that resemble
persistence heuristics (plugins,
extensions, .rc files, etc)
Generate a list of 10-20 interesting
candidates

Wide Research Prompt

Craft a prompt designed to deeply
analyze a feature for possible
persistence
Output test cases
Bubble up interesting info for YOU to
test

Deep Research Prompt







Does it work?







What else?
There are so many options

Bash history analysis
Linux persistence factory
Machine Enumeration
File annotation
Commit differ
Process listing → lab environment
Find command → system triage
IR tools → summarize
Semantic search over filesystem
Tool alteration
Workflow enhancements
One-off functions
Etc

Some ideas



Where do we go from here?
Consider how you’re using AI tooling. It can be immensely useful, but it
requires a thoughtful approach. 

Use it as scaffolding to support your expertise, not just as an extension
to replace your thinking

Go experiment with tools. Make a bunch of mistakes (not in prod) and find
the boundaries. 

Quality of information not quantity.



Questions? Twitter

Website

Email

LinkedIn

@grahamhelton3
@LowOrbitSec

GrahamHelton.com
LowOrbitSecurity.com

Blog@GrahamHelton.com
Graham@LowOrbitSecurity.com

Linkedin.com/in/grahamhelton
Linkedin.com/in/LowOrbitSecurity

Please feel free to reach out. I’m always
happy to chat about any and all things
offensive security

Thank you!


